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Managing Digital Signage Over 3G
Using Intel® Active Management
Technology (Intel® AMT)
Implementing out-of-band (OOB) secure advanced remote management - practically anywhere

Digital signage displays are everywhere, even in out-of-the-way fuel
stations in the countryside. Today, the widespread availability of 3G and
emerging 4G cellular-based wireless broadband networks enables digital
signage to be deployed virtually anywhere.1 This is a good alternative
when wired broadband service isn’t available to provide a connection for
downloading and updating content.
Network connectivity is also used by technicians who monitor and manage displays centrally from a remote console. Compared to sending someone onsite for ongoing support and repairs, remote management saves
cost and time. For a display that’s so secluded as to need a 3G connection,
the savings are even greater.

Advanced Remote Management

Lower the TCO of digital
signage with remote
management over 3G

Taking remote management to a new level, Intel® vPro™ technology with
Intel® Active Management Technology (Intel® AMT)2 allows consoles to
À[DZLGHUUDQJHRIV\VWHPVLVVXHVHYHQZKHQWKHRSHUDWLQJV\VWHPLV
GRZQ)RUH[DPSOHLW·VSRVVLEOHWRUHSDLUFRUUXSWHGGULYHUVDSSOLFDWLRQ
software or the operating system for a non-responsive signage system
that won’t run or boot. This can be done on an Intel vPro technology-enabled display through a capability called out-of-band (OOB) management,
which is described in the following section.
The advanced capabilities of Intel AMT can help reduce the total cost of
ownership (TCO) for digital signage, especially when systems are deployed
at distant locations. For such cases, this paper describes how to set up
Intel AMT over 3G using permanent site-to-site IPSec VPN tunnels. VPN
WXQQHOLQJYLUWXDOO\H[WHQGVWKHQHWZRUNRIPDQDJHPHQWVHUYHUVWRPDQaged devices, thus allowing the management console within the corporate
ÀUHZDOOWRGLVFRYHUDQGFRPPXQLFDWHZLWKGLJLWDOVLJQDJHV\VWHPVRXWVLGH
WKHÀUHZDOOPRUHVHFXUHO\,QDGGLWLRQWRGLJLWDOVLJQDJHWKLVDSSURDFKLV
applicable to other embedded devices, such as vending machines, kiosks
DQGPHGLFDOGHYLFHVWKDWPD\EHORFDWHGRXWVLGHWKHFRUSRUDWHÀUHZDOO
and connected through wired or wireless high speed network. There are
additional ways to utilize Intel AMT for managing devices over 3G or other
QHWZRUNVRXWVLGHFRUSRUDWHÀUHZDOOWKDWZLOOQRWEHGLVFXVVHGKHUH
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Figure 1. Key Intel® vPro™ Technology Components

What Makes Intel® Active
Management Technology Different?
Intel vPro technology with Intel AMT is
built into select Intel® processors and
chipsets. Intel AMT employs a silicon-resident management mechanism for remote
discovery, healing and protection of computing systems. This circuitry establishes
a new communications channel, using an
“out-of-band” link that operates independently of the “in-band” channel of the
computing system and provides persistent
connectivity.
This out-of-band link employs a dedicated manageability engine (ME), shown
in Figure 1, which enables control over
non-functioning systems. Other Intel
vPro technology elements include a small
amount of memory residing in the FLASH
GHYLFHDQGDÀUHZDOOZLWKÀOWHUVVXSSRUWed in the Intel® Ethernet Controller and the

Intel® chipset. When the system is functioning properly, the Intel processor runs
local manageability service (LMS) software that is used to interface with the
0(RYHULWVORFDOLQWHUIDFH0(H[HFXWDEOH
code and data are stored in the FLASH,
and the ME runs from internal memory in
the chipset or from host memory, using a
dedicated region that is not visible to host.
In contrast, traditional remote management consoles communicate with devices
using their standard networking capability, called an in-band link, which utilizes
the device’s operating system, CPU and
network drivers. When equipment fails,
the in-band approach has the drawback
of relying on the continued operation of
PDQ\HTXLSPHQWFRPSRQHQWVVLJQLÀcantly limiting the types of problems or
IDLOXUHVWKDWFDQEHÀ[HGUHPRWHO\
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Intel AMT includes a feature called KVM
redirection over Internet Protocol (IP),
permitting the keyboard-video-mouse
(KVM) for an IT console to control and
display the graphical user interface (GUI)
RIVLJQDJHV\VWHPVLQWKHÀHOG1RDGGLtional hardware is required. Intel AMT 6.0
KVM support requires a 2010 Intel vPro
technology-enabled platform with Intel®
integrated graphics.
Intel AMT KVM also enables proof-of-play,
WKHDELOLW\WRFRQÀUPDQDGDFWXDOO\SOD\HG
on a digital signage display. The feature
captures screen shots and time stamps at
regular intervals, thereby providing evidence of what the system played throughout the day. Before proof-of-play, it was
GLIÀFXOWIRUDGYHUWLVHUVWRYHULI\WKHDGV
they paid for actually ran. Besides the
H[SHQVLYHRSWLRQRIVHQGLQJDXGLWRUVWR
physically check displays, advertisers had
to rely on receiving playlists, which could
not prove the signage system was functioning or what was actually displayed.

Intel® Active Management
Technology Over 3G
This paper furthers the discussion about
,QWHO$07E\SURYLGLQJDFRQÀJXUDWLRQ
H[DPSOHIRUDPDQDJHPHQWFRQVROH
ZLWKLQDFRUSRUDWHÀUHZDOOFRPPXQLFDWing securely via site-to-site VPN tunnels
over 3G Network with systems outside
WKHÀUHZDOO$Q\931WHFKQRORJ\FDSDEOH

of establishing a site-to-site VPN, such as
SSL VPN, PPTP and L2TP, can be considered in this application. VPNs are mature
technologies and can be based on IPsec,
MPLS, ATM, Carrier Ethernet or other networking technologies. Regardless of which
of those network technologies is used
WRFDUU\,3WUDIÀFWKHNH\LVWRDFKLHYH
direct, IP-level network visibility between
the Intel AMT-enabled console and Intel
vPro technology-enabled signage device
so that all signage devices are “visible”
from the console. In fact, by using VPN,
a remote LAN supporting digital signage
V\VWHPVEHFRPHVYLUWXDOO\DQH[WHQVLRQ
of the corporate network; thus, digital
signage devices on one side of the tunnel
can be made visible to and discovered by
the management console on the other
side. The reason for using permanent
site-to-site VPN instead of client VPN is
to keep the tunnel alive even when the
device is turned off or not functioning;
this is needed to take advantage of the
OOB manageability features provided by
Intel AMT.
In the simplest form, the key components
of the implementation are a VPN-capable
router or appliance connected to a
management console and a VPN-capable
3G modem/gateway connected to one or
more Intel vPro technology-enabled digital
signage systems, as depicted in Figure
2. In a real world implementation, there

could be additional IT infrastructure, like
DNS, DHCP, CA, AD and more routers and
switches, depending on the security and
IT policies, and the number of devices and
VPN connections required. The selection
of devices for this proof of concept does
not imply an Intel endorsement or guarantee for these devices and their associated
manufacturers. Digital signage vendors
should select devices that satisfy their
security and usability requirements.

&RQILJXUDWLRQ([DPSOH,QWHO$FWLYH
Technology Management Over 3G
Intel constructed the network shown in
Figure 2 and demonstrated Intel AMT
over 3G using a Sprint* wireless network.
This section and Appendices A-D describe
WKHFRQÀJXUDWLRQGHWDLOVIRUWKHURXWHU
and the 3G model/gateway, and although
VSHFLÀFQHWZRUNHOHPHQWVDUHGLVFXVVHG
the information is applicable to other networks and network devices as well.
6LHUUD :LUHOHVV$LU/LQN 5DYHQ;(
Ethernet Gateway
The Raven XE can operate as a 3G modem/gateway device with DHCP and VPN
tunneling capability. Compared to a simple
3G modem, this device offers a simpler,
lower cost solution by avoiding the need
to add a router with VPN capability between the modem and the digital signage
devices. The Raven XE supports two

)LJXUH1HWZRUN'LDJUDPIRUWKH&RQÀJXUDWLRQ([DPSOH
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modes of operation: modem and gateway.
In modem mode, a system plugged into
the Raven XE’s Ethernet port will have the
same IP address as the 3G WAN interface.
In gateway mode, there is the option to
set local static IP addresses for signage
devices or enable its DHCP to assign dynamic IP addresses to one or more devices
connected directly, or through a switch, to
Raven XE. Consequently, gateway mode
with DHCP enabled provides each digital
signage system a dynamic IP address on
the LAN behind the gateway, eliminating
the need to add a router in order to create
private LAN behind the Raven XE.
7KHFRQÀJXUDWLRQH[DPSOHXVHVJDWHZD\
mode, which is the preferred option even
though both modes were tested and are
feasible. In modem mode, a VPN tunnel
may not be required for discovery, but it
is still preferable to have one for secure
and encrypted communication. Also in the
gateway mode, the IP addresses of the
devices on the private LAN behind the
gateway are only visible to console and
devices on the other side of the tunnel;
however, the IP address of a device connected directly to Raven in modem mode
is visible to everyone over the network,
which is not desirable from a security
point of view.

This issue can be addressed by putting
a router between the Raven XE and the
device and making a VPN tunnel mandaWRU\EXWWKLVVROXWLRQLVPRUHH[SHQVLYH
than using the gateway mode.
&LVFR 6$6HFXULW\$SSOLDQFH
,QLWVH[SHULPHQW,QWHOXVHGWKHEDVH
SA520 routing functions with VPN capability, whereas other implementations
may be better served by a more comprehensive secure routing device with the
capability to establish hundreds of VPN
connections.
Provision the signage devices
An Intel vPro technology-enabled device
must be Intel AMT provisioned before
it can be managed using Intel AMT. This
H[SHULPHQWSURYLVLRQHGWKHVLJQDJH
devices in manual mode with DHCP
enabled. Other provisioning methods
may be more appropriate, or selected as
well, depending on the IT infrastructure,
security requirements and other factors.
A list of recommended settings for a more
secure configuration can be found in the
,QWHO$076'.6RPHH[DPSOHVLQFOXGH
using Kerberos authentication, utilizing
redirection port rather than remote
frame buffer (RFB) for KVM, and disabling

KVM listener (to be enabled only when a
session needs to be opened).
7KHURXWHUFRQÀJXUDWLRQVWHSVDUH
summarized in Table 1.

5HVXOWV
Intel successfully managed a digital
signage device across a VPN tunnel over a
Sprint 3G network using WebUI and different consoles. Some of the use cases that
were tested included OOB inventory and
asset management, KVM, Boot to Bios,
power control features, network isolation
and IDE-R.

Signage Practically Anywhere
The return on investment for digital
VLJQDJHFDQGURSVLJQLÀFDQWO\LIHYHQRQH
onsite repair visit is required. With Intel
$07WHFKQLFLDQVFDQÀ[PRUHSUREOHPV
remotely, thus saving cost. This paper
RIIHUVXVHIXOLQIRUPDWLRQIRUFRQÀJXULQJ
and managing Intel AMT-enabled signage
devices connected by 3G networks,
which opens the door to deploying digital
signage in areas where a wired Internet
connection is not available.
For more information about Intel digital
signage solutions, visit
www.intel.com/go/digitalsignage

&RQÀJXUDWLRQ6WHSV Actions
Provision the signage devices

7HVWWKHSURYLVLRQLQJZLWK:HE8,WRPDNHVXUHWKHV\VWHPLVFRQILJXUHGFRUUHFWO\

Activate the 3G modem and configure it

&RQQHFWWKHVLJQDJHGHYLFHWRWKHPRGHP
6HWWRXVHPRGHPRUJDWHZD\PRGH
6HWVWDWLF,3DGGUHVVRU'+&3PRGH DSSOLFDEOHRQO\LQJDWHZD\PRGH 
:LWK'+&3PRGHVHWORFDO/$1DGGUHVVSDUDPHWHUV

Configure the router

&RQQHFWWKHPDQDJHPHQWFRQVROHWRWKHURXWHU
6HWXS:$1DQG/$1DGGUHVVSDUDPHWHUV

Configure VPN tunnel parameters on both
the 3G Modem/Gateway and the router

0DNHVXUHWRXVHWKHFRUUHFWORFDODQGUHPRWH:$1DQG/$1,3DGGUHVVHV
8VHVLPLODUVHFXULW\SURWRFRODQGDOJRULWKPSDUDPHWHUVRQERWKVLGHV
&KHFNWKHVWDWXVWRHQVXUHWKHWXQQHOLVHVWDEOLVKHG/RJILOHVFDQEHXVHGWRGHEXJSRVVLEOHLVVXHV

Test the setup

3LQJWKHVLJQDJHGHYLFHDQGFRQVROHIURPHDFKRWKHUDQGYHULI\WKHUHVSRQVHV
8VH:HE8,RUDQ\,QWHO$07HQDEOHGPDQDJHPHQWFRQVROHWRPDQDJHWKHVLJQDJHGHYLFHDFURVVWKH931
WXQQHO

Table 1. Router Configuration Steps
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2YHUYLHZRI$SSHQGLFHV
7KH/$1:$1DQG931FRQÀJXUDWLRQVWHSVIRUWKH6LHUUD *JDWHZD\DQGWKH&LVFR VHFXULW\DSSOLDQFHDUHGHVFULEHGLQDSSHQGLFHV
$'6LQFHWKHJDWHZD\DQGÀUHZDOOPXVWFRPPXQLFDWHZLWKHDFKRWKHUWKHUHDUHUHTXLUHGFHUWDLQÀHOGVLQWKH931FRQÀJXUDWLRQ
WDEOHVWKDWVKRXOGFRQWDLQWKHVDPHLQIRUPDWLRQDVLQGLFDWHGE\WKH´0DWFK9DOXHµFROXPQV,QRWKHUZRUGVFRQÀJXUDWLRQVWHSVKDYLQJ
WKHVDPH0DWFK9DOXHQXPEHUVKRXOGKDYHWKHVDPHYDOXHLQWKHLUDVVRFLDWHGFRQÀJXUDWLRQÀHOGV$GGLWLRQDOLQIRUPDWLRQDERXWWKH
FRQÀJXUDWLRQVWHSVLVSURYLGHGLQWKHIROORZLQJWH[W
$SSHQGL[$/$16HWWLQJV6LHUUD :LUHOHVV$LUOLQN5DYHQ;(*0RGHP
6WHS

Tab

&RQÀJXUDWLRQ)LHOG

9DOXH

1

/$1

+RVW3XEOLF0RGH

´$OO+RVWV8VH3ULYDWH,3Vµ *DWHZD\PRGH

2

/$1

6WDUWLQJ,3



3

/$1

(QGLQJ,3



6WHS1RWHV
+RVW3XEOLF0RGH7KLVILHOGVHWVZKHWKHUWKHGHYLFHIXQFWLRQVDVDPRGHP
 ´(WKHUQHW8VHV3XEOLF,3µ RUDVDJDWHZD\ ´$OO+RVWV8VH3ULYDWH,3Vµ 
6WDUWLQJ,36WDUWRI,3DGGUHVVUDQJHRIWKH/$1IRUGLJLWDOVLJQDJHV\VWHPV
(QGLQJ,3(QGRI,3DGGUHVVUDQJHRIWKH/$1IRUGLJLWDOVLJQDJHV\VWHPV
7DEOH/$1&RQILJXUDWLRQ([DPSOH6LHUUD :LUHOHVV$LUOLQN 5DYHQ;(*0RGHP

$SSHQGL[%:$1DQG/$16HWWLQJV&LVFR 6$6HFXULW\$SSOLDQFH
6WHS

Tab

&RQÀJXUDWLRQ)LHOG

9DOXH

1

,3Y:$1&RQILJXUDWLRQ

,3$GGUHVV6RXUFH

´8VH6WDWLF,3$GGUHVVµ

2

,3Y:$1&RQILJXUDWLRQ

,3$GGUHVV



3

,3Y/$1&RQILJXUDWLRQ

6WDUWLQJ,3$GGUHVV





,3Y/$1&RQILJXUDWLRQ

(QGLQJ,3$GGUHVV



0DWFK9DOXH

1

6WHS1RWHV
,3$GGUHVV6RXUFH7KLVFRQILJXUDWLRQH[DPSOHXVHG´8VH6WDWLF,3$GGUHVVµLPSOHPHQWDWLRQGHSHQGHQW
,3$GGUHVV6WDWLF,3DGGUHVVRIWKH:$1IRUWKHURXWHU
6WDUWLQJ,3$GGUHVV6WDUWRI,3DGGUHVVUDQJHRIWKH/$1IRUWKHPDQDJHPHQWFRQVROH
(QGLQJ,3$GGUHVV(QGRI,3DGGUHVVUDQJHRIWKH/$1IRUWKHPDQDJHPHQWFRQVROH
7DEOH/$1&RQILJXUDWLRQ([DPSOH&LVFR 6$6HFXULW\$SSOLDQFH
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$SSHQGL[&0RGHP9316HWWLQJV6LHUUD :LUHOHVV$LUOLQN 5DYHQ;(*0RGHP
6WHS

Tab

&RQÀJXUDWLRQ)LHOG

9DOXH

0DWFK9DOXH

1

931

9317\SH

´,36HF7XQQHOµ

2

931

931*DWHZD\$GGUHVV



1

3

931

3UHVKDUHG.H\

3DVVZRUG!

2



931

0\,GHQWLW\



3



931

3HHU,GHQWLW\



1



931

/RFDO$GGUHVV7\SH

´8VHWKH+RVW6XEQHWµ



931

/RFDO$GGUHVV







931

/RFDO$GGUHVV1HWPDVN





9

931

5HPRWH$GGUHVV





10

931

5HPRWH$GGUHVV1HWPDVN





11

931

,.((QFU\SWLRQ$OJRULWKP

'(6



12

931

,.($XWKHQWLFDWLRQ$OJRULWKP

6+$

9

6WHS1RWHV
9317\SH6HOHFW´,36HF7XQQHOµ
931*DWHZD\$GGUHVV7KLVLVWKH,3DGGUHVVRIWKH:$1DVVRFLDWHGZLWKWKHFRUSRUDWHURXWHU1RWHPDWFKLQJILHOGLQWKHURXWHU
3UHVKDUHG.H\$XWKHQWLFDWLRQNH\VHWE\WKHXVHU1RWHPDWFKLQJILHOGLQWKHURXWHU
0\,GHQWLW\,3DGGUHVVRIWKH:$1DVVRFLDWHGZLWKWKH5DYHQ;(1RWHPDWFKLQJILHOGLQWKHURXWHU
3HHU,GHQWLW\7KLVPXVWPDWFKWKHYDOXHHQWHUHGIRUVWHS
/RFDO$GGUHVV7\SH6HOHFW´8VHWKH+RVW6XEQHWµ
/RFDO$GGUHVV7KLVLVWKH,3DGGUHVVIRUWKHGLJLWDOVLJQDJHV\VWHP1RWHPDWFKLQJILHOGLQWKHURXWHU
/RFDO$GGUHVV1HWPDVN7KLVLVWKH1HWPDVNDGGUHVVRIWKH/$1IRUWKHGLJLWDOVLJQDJHV\VWHPV1RWHPDWFKLQJILHOGLQWKHURXWHU
5HPRWH$GGUHVV7KLVLVWKH,3DGGUHVVRIWKHPDQDJHPHQWFRQVROH1RWHPDWFKLQJILHOGLQWKHURXWHU
5HPRWH$GGUHVV²1HWPDVN7KLVLVWKH1HWPDVNRIWKH/$1IRUPDQDJHPHQWFRQVROH1RWHPDWFKLQJILHOGLQWKHILUHZDOO
,.((QFU\SWLRQ$OJRULWKP'(6XVHGLQWKHFRQILJXUDWLRQ5HFRPPHQGXVLQJ$(6RUVWURQJHUHQFU\SWLRQDOJRULWKPLIVXSSRUWHG
1RWHPDWFKLQJILHOGLQWKHURXWHU
,.($XWKHQWLFDWLRQ$OJRULWKP6+$XVHGLQWKHFRQILJXUDWLRQ5HFRPPHQGXVLQJDWOHDVW6+$LIVXSSRUWHG
1RWHPDWFKLQJILHOGLQWKHURXWHU
7DEOH0RGHP931&RQILJXUDWLRQ([DPSOH6LHUUD :LUHOHVV$LUOLQN 5DYHQ;(*0RGHP
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$SSHQGL['5RXWHU9316HWWLQJV&LVFR 6$6HFXULW\$SSOLDQFH
6WHS

Tab

&RQÀJXUDWLRQ)LHOG

9DOXH

0DWFK9DOXH

1

931:L]DUG

9317\SH

´6LWHWR6LWHµ ,36HF

2

931:L]DUG

&RQQHFWLRQ1DPH

1DPHRI*0RGHP!

3

931:L]DUG

:KDWLVWKHSUHVKDUHGNH\"

3DVVZRUG!

2



931:L]DUG

5HPRWH:$1·V,3$GGUHVV)4'1



3



931:L]DUG

5HPRWH/$1,3$GGUHVV







931:L]DUG

5HPRWH/$16XEQHW0DVN







9313ROLF\&RQILJXUDWLRQ

6WDUW,3$GGUHVV







9313ROLF\&RQILJXUDWLRQ

6XEQHW0DVN





9

931:L]DUG

(QFU\SWLRQ$OJRULWKP

'(6



10

931:L]DUG

$XWKHQWLFDWLRQ$OJRULWKP

6+$

9

6WHS1RWHV
9317\SH7KLVFRQILJXUDWLRQH[DPSOHXVHG´6LWHWR6LWHµ,36HFWXQQHO
&RQQHFWLRQ1DPH$Q\QDPH
:KDWLVWKHSUHVKDUHGNH\"$XWKHQWLFDWLRQNH\VHWE\WKHXVHUDQGLWPXVWPDWFKWKHSDVVZRUGIRUWKH*JDWHZD\
5HPRWH:$1·V,3$GGUHVV)4'17KH,3DGGUHVVIRUWKH:$1DVVRFLDWHGZLWKWKH*JDWHZD\
5HPRWH/$1,3$GGUHVV7KLVLVWKHEDVH,3DGGUHVVRIWKH/$1IRUWKHGLJLWDOVLJQDJHV\VWHPV
5HPRWH/$16XEQHW0DVN7KLVLVWKHVXEQHWPDVNRIWKH/$1IRUWKHGLJLWDOVLJQDJHV\VWHP
6WDUW,3$GGUHVV7KLVLVWKH,3DGGUHVVRIWKH/$1IRUWKHPDQDJHPHQWFRQVROH
6XEQHW0DVN7KLVLVWKHVXEQHWPDVNRIWKH/$1IRUWKHPDQDJHPHQWFRQVROH
(QFU\SWLRQ$OJRULWKP'(6XVHGLQWKHFRQILJXUDWLRQH[DPSOH5HFRPPHQGXVLQJ$(6RUVWURQJHUHQFU\SWLRQDOJRULWKPLIVXSSRUWHG
$XWKHQWLFDWLRQ$OJRULWKP6+$XVHGLQWKHFRQILJXUDWLRQ5HFRPPHQGXVLQJDWOHDVW6+$LIVXSSRUWHG
7DEOH5RXWHU931&RQILJXUDWLRQ([DPSOH&LVFR 6$6HFXULW\$SSOLDQFH
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  Source:  DigitalSignageToday.com,  “3G/4G  Cellular-Based  Digital  Signage”,  2010  NetWorld  Alliance  LLC.
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  Intel®  Active  Management  Technology  (Intel®  AMT)  requires  the  computer  system  to  have  an  Intel®  AMT-enabled  chipset,  network  hardware  and  software,  as  well  as  connection  with  a  power  source  
DQGDFRUSRUDWHQHWZRUNFRQQHFWLRQ6HWXSUHTXLUHVFRQ¿JXUDWLRQE\WKHSXUFKDVHUDQGPD\UHTXLUHVFULSWLQJZLWKWKHPDQDJHPHQWFRQVROHRUIXUWKHULQWHJUDWLRQLQWRH[LVWLQJVHFXULW\IUDPHZRUNVWR
HQDEOHFHUWDLQIXQFWLRQDOLW\,WPD\DOVRUHTXLUHPRGL¿FDWLRQVRILPSOHPHQWDWLRQRIQHZEXVLQHVVSURFHVVHV:LWKUHJDUGWRQRWHERRNV,QWHO$07PD\QRWEHDYDLODEOHRUFHUWDLQFDSDELOLWLHVPD\EH
limited  over  a  host  OS-based  VPN  or  when  connecting  wirelessly,  on  battery  power,  sleeping,  hibernating  or  powered  off.  For  more  information,  see  www.intel.com/technology/platform-technology/
intel-amt/
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